o2

-z to erther have used rnvalld socral secunty numbers or socral secunty

On February 28 2008 lCE agents recerved addrhonal socral securlty “no _“_ o .
' 'match” information from the SSA for an addltron 22 Agnprocessor = ol

employees ‘suspected of usrng |nvalrd"socral secunty numbers o 0

5 numbers assrgned to names of other peOPle

'Based on the “no match” mformatron recelved from the SSA for socral

| L .-'secunty numbers used by Agnprocessors employees dunng the thrrd and

) ""‘"":ﬂ;fourth quarters of 2007 about 737 current Agnprocessors employees are

Uy ';belreved to be usrng a socral secunty number not lawfully rssued to that

S f ;“f _.,person Due to the turnover |n the Agnprocessors work force, the exact

, ...:_;-5:‘:"""number of employees vanes somewhat from quarter to quarter The 737 el

fourth-quarter employees mclude about 147 usmg socral secunty numbers S
:‘f.f'cont' rmed by the SSAas bemg mvalrd socral secunty numbers (never SR

= _'. lssued to a person) and about 590 usmg valud socral securlty numbers

= however the numbers did not match the name of the eml:ﬂoyee reported

| "-,:by Agnprocessors as havmg used that number dunng employment

OTHER EVIDENCE
n .»;34_,.‘_
e the social securlty numbers used by Agnprocessors employees Accunnt e

ICE agents used the Accurlnt database to further research the valrdlty of

s a web based appllcatlon tool ava|lable to law enforcement personnel for '

B "i}""the purpose of searchlng for rdentlty mformatron address locatron
i nanclal records property mformatlon busmess lrstrngs employment o -,
lrecords phone rnformatron and other :dentrfylng lnformatlon Accunnt
e uses a propnetary data—llnk[ng technology to gather the search results vra
more than 100 000 dlfferent publlc records and non-publlc rnformatron '
-sources to ard in fraud detectron and rdentlty solutlons Thrs |nc|udes such o
_sources as Department of. Motor Vehlcles County Assessors Offic ice, and VT

_ pnvate credlt reportrng entltles For example if a socral secunty number is s .

B




. _'placed in the approprrate block of the search lnformatlon that is queried -
:for a person then a-name, or a Ilst of names for the person or persons Yo S

:':"_:.-who have pre\nously used that soc:al secunty number' and thelr address*"
If there |s no nam

""and telephone number (If avatlable) w:tl be show
a_ssoolated -wtth- that social _se_durrty card-,-. ' '. '
R __'fi':deceased then that will be reﬂected as well S A
. 85 A request from ICE Spemal Agents to. the IWD for an Employers
: -'j'_‘_f 'ﬁ _-Contnbutlon and Payroll Report Forrn 65 5300 (herelnafter “Payroll LT
B .zfi_Report") for the 2“d Quarter of 2007 (Apnl May, and June of 2007) for i
T & y Agnprocessors revealed there were 1 116 employees reflected as
recelvmg wages for that tlme perlod A search was conducted by !CE 7
L agents in the Accunnt database for the Jndtwdual somal secunty numbers o S
| listedin the 2"d Quarter 2007 Payroll Report Th|s search revealed that S
. _-}-_:'japproxrmatety 878 out of ’l 116 (78 6%) of the socral securtty numbers
| 'mput into Accurmt elther d!d not appear to be assomated wrth the person e
IR ; | asmgned to that somal secunty number or the number dld not reveal any
T f'fperson assoclated W|th that number Th|s analysls would not account for. S
. | e the pos5|b|I|ty that a person may have falsety used the |dentity of an actual. o
-f_-'person s name and Soc1al Secunty Number ln my tralmng and expertlse f
A | l know |t is not uncommon for aliens to purchase ldentlty documents wh|ch.'-‘j__’ -
P .:_ _' mctude Soc:al Secunty Numbers that match the name assrgned to the o

_ . .'-"number _ el e ‘
' "__ 86 o | lCE Spec1al Agents conducted a search by soclal secunty number of the o
S O Federal Trade Commtsslon s (herernafter "FTC”) Consumer Sentlnel

- Network database that is used for reportmg mc:dents of |dentrty theft The' _. :

o :search revealed that a person who was ass:gned one of the soctal '
. security numbers be[ng used by an employee of Agrrprocessors has

) o 'reported hls/her 1dent|ty belng stolen N s L
L 87. A-tequest from lCE Special Agents to the IWD for a Payroll Report for the R
i ;3rd Quarter of 2007 (July, August and September of 2007) for ‘ _' ]

| Agnprocessors revealed there were 1 063 employees reﬂected as S




recervrng wages for that tlme penod A search _w'- s__conducted__by ICE

. __"ir'__-number or the number drd not reveal any person assocrated W“h that
" number. The prev1ous 2nd quarter lWD Payroll Report °f persons who

had left employment showed that based on the prevrous Accunnt quenes
--;,-‘126 out of 162 (77%) had what appeared to be: dlscrepanmes ThlS left a Fronnn

o _total of 835 of the current 1063 employees (78 5%) as havmg

2 _‘ | drscrepancres based on Accunnt checks A search by socral secunty |
. number of the 109 new employees was conducted |n the FTC s Consumerzg'_

.Sentlnel Network database drd not reveal any person reportrng hrslher

e |dent|ty as bemg fraudulently used by an unknown party

I copy of the 2007 fourth quarter Payroll Report for Agrrprocessors from _ '_

On February 20 2008 ICE Specral Agents |n Cedar Raplds recelved a.

o IWD The fourth quarter payroll report reﬂects the names and socral
C _':secunty numbers reported by the company for employees who earned
S ?."wages dunng the months of October November and December of 2007
i A rewew of thls report revealed that the oompany reported paylng wages

- o a total of 968 employees dunng the fourth quarter of 2007 An analyS|s : :
i "‘of the report by ICE agents showed that 52 new employees at S

Agr:processors were pald dunng the fourth quarter that were not recorded ;

- as havrng been pard on the Payroll Report for the thrrd quarter of 2007

o ':Accunnt faw enforcement record checks revealed that approxrmately 22 of .

g the 52 (42%) newly reported somal securrty numbers used by employees R
©of Agrlprocessors erther related toa real person s narne that drd not

_ '7 'match the name lrsted on the payroll report or the Aocunnt cheoks did not S
R reveal any rnformatlon relatrng to that socral secunty number Based on a .
o companson of the thlrd and fourth quarter payroll reports for EER A




n ::'j, .-_ 90 ..'7. It appears that based on

‘Agrtprocessors and the Accunnt Iaw enforcement record checks it S
| appears_jthat approxrmatelyi99 of the 148 (67%) employees" ho werej;f‘._ L

| ""A mpanson was made .of the May5 2006 EDCOR Iette‘_ ent from'
. :"-‘SSA to Agrlprocessors to 'the—"comblned “no match: nformatlon from '
5 February 20, 2008 and February 28 2008 that was recelved from SSA
B and denved from both the thlrd and fourth quarter Agnprocessors Payroll
: {_3‘ Repoﬁs Thls anatys;s revealed that apprommate!y 141 of the soclal _
. security numbers were shown as stlli belng actzvely used by employees at

L "Agriprocessors TR HE R
SUMMARY OF UNLAWFUL EMPLOYMENT INFORMATION e

il ;-a;_. oy _The apprehens:ons in the years of 2004 through 2007 by ICE

i ‘f Specrai Agents ot known cnmmal offenders the majorlty of whom B o

' i;.'_ : _were !ater prosecuted m federal dlstrrct court for thelr use of
T ifraudulent documents and who have stated that thelr emp!oyer -

. was Agrlprocessors

| -:'ﬁ_':bi-' j__The EDCOR COFFESpondence that shows that Agrlprocessors has PR
L repeatedly been made aware that Iarge numbers of |ts employeesi o SR

o "'were usmg soczaI securlty numbers that have dlscrepanCIes for
7 eachtax year from 20000 2005, e
L c. ~ The mdices checks conducted by’ ICE emptoyees in commermal
s and government databases ‘and the IWD Payroll Reports for 2007
- reﬂect dlscrepanmes between the name attnbuted to each social

o secunty number in those databases and the worklng name and the R

s ‘soCIaI security number used for employment at Agnprocessors




d :.--,i_'Based "nlnformation thus far developed in thls mvestlgatlon it y e _{.;.f'_ _

approximately 76% 'as o the 4th Quarter 2007 _f:the total workforce
: 7'“'""reported to IWD near "all of whlch appearto ,_e'A;qnprocessors ﬂoor

| ':'f'f-,f"_workers used fraudulent documents or documents with socaal secunty or' S
oy other identifi cat[on numbers that were lawfully rssued to others ornot
‘ : __:;..'_'.\-'_{';Issued at all and are currently employed unlawfuily by Agrlprocessors Ing_' P
e ".'-_f-_f'addltlon there |s probable cause to belleve there may be some o
Agrlprocessors employees pald in cash who are not reported to IWD and -

T who are currently employed |Ilegally w1thout valld documents
rd :HARBORING RELATED TO VEHICLE TITLE AND REGISTRATION FRAUD
RN 917'.' The Unlted States Postal Inspectlon Servrce ("USPIS”) the Federal
— - gﬁ" AR Bureau of Investlgatlon (“FBI") and the lowa Department of -
| . :Transportatlon (“DOT”) have xnvestlgated possrble document fraud
mvolvnng the titles and reglstratlon of veh|cles used by employees of
S Agnprocessors The followrng is based on mformatlon prowded to your

S ,":"aft'antbytheseagenmes - R IR o
S 92 In September 2005, the DOT began lnvestlgatlng reports of questlonable
c 'trtle transactlons between Des Momes and Allamakee Countles SRR
Burlmgton is the: County Seat for Des Momes County and Postwlle ls
B :_i’;_located in Allamakee County The suspect apphcants showed addresses -
P in Burllngton lowa but reglstratlon renewals were repeatedly made |n '
S+ Allamakee County. S e AT T
S 93.-_‘:" A DOT Investlgator who spent time in the Postvrlle area noted a hlgh _
'_ s number of license plates from Des Mornes County From tlme to time, the :
E 'L,'-Investlgator had mvolvement w1th vehlcles in the Postvrlle area durmg

L ‘- traﬁ" ic stops made whlle workmg formerly as a Postvnlle Reserve Pohce




';;'“ v Off cer. The DOT lnvestrgator also revrewed vehrcle tltle transactrons as a j ) S
S . .DoT tnvesttgator The majorlty of the vehicles showed Des Mornes I
.-'County addresses on the regrstratlon and fitle lnformatlon desplte the
vehrcles consrstently' remamrng rn Postvrile even after' ownersh

L employees By dnvrng rnto Postvrlle and gomg hrough the parklnr _Iot at

| _' ; -'-..";_Agrrprocessors the DOT Investlgator was able to determrne that a large -

e J?'-____.‘,‘.:_,"_[-,number of the vehrcles m questlon appeared to be drrven by employees of 5_?_“ RN
s ,Agnprocessors and parked |n the company parkrng lot durrng the . - el

e R _employees shn‘ts _ L |
O 94 The DOT tnvestlgator was aware that a super\nsor at Agnprocessors was B
: c connected with the sales of vehlcles On at ieast one occaswn the
R i 'supervrsor tad retneved or attempted to retrreve vehlcles from ‘
_'|mpoundment at the Postvrlle Polrce Department on behalf of another o
'Agrfprocessors emp!oyee A number of the vehrcles appeared to have a e
oo '_;f_llnk to a car dealershrp Iocated in Cedar Raptds Iowa( Dealershrp")
o . 95 o In October 2005, DOT lnvestrgators audrted the Dealershlp The _‘
. managers of the Dealershrp stated that the Agnprocessors superwsor
| '-"_‘-__-":_:(“C") was a personal frlend of therrs They stated they had been seltrng a :
Iarge volume of cars through the Agrrprocessors supervrsor to people in"
..the Postvrlle area The Dealershrp managers had supplled vehrcles _ |
- _"7 dlrectly to the Agnprocessors supervnsor for resale in Postv1lle in Vlolatron.i' g o o
_' ‘ .- f,{'of lowa law whrch requrres all vehlcle dealers be lrcensed ln the year :
B __2005 more than 50 vehicles were sold to people in the Postvrlle area _
o 'Accordlng to the DOT Investrgator sales to Postvrlle re3|dents appeared ‘
to represent approxrmately 90% of the busmess for the Dealershlp |
| many cases, the dealershrp s f les contamed copres of the ultrmate
o purchaser $ resrdent a!ren or socral secunty card and other |dent|t“ catron -
L ‘:_'tnformatlon T o
| - 96. Accordlng to the Dealershlp managers pursuant to the arrangement “C" -
- had w1th the Dealershrp, “C" supervrsor wouid contact the Dealershrp and -

)




" indicate the need for a specific type of vehicle. The Dealershipwould "

L Though the vehlcles were sold to people |n Postvrlle' they were belng S
'-_f"i"_‘tltled in Des Mornes County Chrckasaw 'ounty, and fe\rv other countles NHE
E o The rnformatron prowded to the county treasurers was |
from the rnfonnat|on contarned |n the Dealershlp reco-rd 5. A Specral |
'5_".Agent with the Off ce of Inspector General Soclal Securlty Admlnlstratlon S
?:."5"f,i‘_conﬁrmed that the majorlty of the soclal secunty numbers used on

te different

o _applrcatrons for reglstratton of vehrcles drd not belong to the person usrng L

R .:-fthe number. S - - |

_ ‘rThe DOT lnvestrgator was told by unconf rmed sources that the 3 7

| '_-"-5_‘-f-"_r_-Agnprocessors supennsor forced Agnprocessors employees to purchase

; - vehrcles from hrm or they would be fi red or grven poor work shrfts N | "

: ) Accordmg to an uncont' rmed source a former Clayton County Deputy _

s Shenff said the Agnprocessors supervrsor told the former deputy that the o
AT _‘J":',:Agrlprocessors supervrsor had $80 000 of h:s personal money loaned outf » :

"'-fto Agnprocessors employees m connectron wrth sell:ng them vehlcles

99; ::;‘: '

in the fal! of 2005 the DOT rnvestrgator attempted to speak wrth several

of the purchasers of the vehlcles When he attempted to do so at the Lo
- .Agrlprocessors plant he drscovered that the Agrrprocessors super\nsor "
("C") had personally escorted the employee to the off ice for the rntervrew '-

: . wrth the DOT Investlgator and warted outsmte the roorn durlng the

e interviews. When the DOT lnvestrgator decrded to termrnate the attempt

- to '“te“"ew employees at the plant the Agnprocessors superwsor
: confronted the lnvestigator and appeared vrs:bly angry abcut the - .
AR mvestrgatron : S '

A short tlme later the Investrgator contacted an Agnprocessors

R employee Source #13 off srte of the plant and mtervrewed hrmlher about -




after thlslrnterwew ' Source '13 filed a complarnt wrth the. Post\nlle Pol:ce

easurer’s'-'Off_' ice perso ol that person hereafter r_ref'erred to as Source

- #1'4'-was mvolved in makrng appllcatlo_ to trtle and reglster cars rn Des

Mornes County on behalf of people lwmg in Postvrlle ln the fall of 2005
the DOT lnvestrgator intennewed Source #14 at the Des Momes County

Treasurers Office; Ha\nng been ad\nsed of and walvmg his Constltutlonal AR

nghts Source #14 stated that slhe would recelve the appllcatron

e f-, mformatron or vehlcle tltle mformatron from two people m Postvrlle one
hereafter referred to as Subject1 (an Agrlprocessors employee) or LT

. ‘-ﬂ: another Subject Z Source #14 recewed the documents (applicatron
rnformatlon or tltle information for the transfer) wa the mall along W|th
money Source #14 then applled at the Des Momes County Treasurer’s
Off ce for the reglstratlon and trtle on behalf of the owner usrng one of

several addresses in the Burlrngton or West Burlrngton area. Source #'l4 S
advrsed herlhls frlends lwmg at those addresses to expect to recelve the e

L regrstratlons and tltles |n the marl Source #14 arranged to. plck the

g documents up from herlhls fnends and then sent them to Postvrlle in bulk o

| to be provrded to the veh:cle owner Source #14 reported domg thls more-

B than 200 trmes and slhe recerved a small fee each tlme e

102 On October 3 2006 FBl and lCE Specral Agents rnterwewed Source #1 5; '- )

a cltlzen of Guatemala Source #15 stated slhe began work at |
Agnprocessors in October 2004 galnrng employment by prowdmg
fraudulent somal secur:ty and resldent allen cards to the company

Source #15 began work |n the turkey klll part of the Agrlprocessors facrlzty.. & _:7 : .
Source #1 5 descrlbed the work as very dlff' cult and that 1t hurt Source - E

o 42

the purchase of a vehrcle from the Agnprocessors super\nsor A few days e




e '___.:#15‘3 hands so Source #15 requested a transfer to another area of the_._ S “

- ;-iidecllned When Source #15 asked for a transfer the supervrsor refused

L 103.-." Your affiant knows based on hrs tralnmg and experrence that - ¢

: L s ?undocumented alrens sometlmes t|tle vehrcles m false rdentrtles usmg
e _}""fraudulent documents and usrng false or fraudulent addresses to avord

a ‘;"i.f'fdetectlon by law enforcement and |mm|gratron authorltres -
e EXPLOITATlON ON OF ILLEGAL ALIENS AS [NDICIy lNDICIA or= HARBORING | N
104 Your Aff ant is aware from hlS tralnlng and experlence that those who f’ P
e 3 empioy lllegal allens often explort the allens rn vanous ways Those who:

- 3.[71"':' knowmgly employ or superwse |Ilegat ahens knowmg thelr unlawful status,.‘:',_' o
‘ '. are able to explort |Ilegal allens because rllegal alrens are unllkely to -
| t""?"contact authorltles for fear they wrll be arrested andlor deported ”
EaR Explortatlon can take on many forms such as requmng employees to
SR provrde money or other thrngs of value to mamtarn employment or secure o
' better worklng hours or tasks provrdrng sub par workrng condrtlons farlrng"ij_ o
B to pay overtrme and physrcally harassrng or mrstreatlng employees '
105 " In thrs case as outlmed in paragraphs 86 through 98 above there IS
o probable cause to belreve an Agr:processors supewlsor has assrsted for
_ a cut of the proceeds |llegal alrens in obtain{ng false documentatlon m L
o e ,”- relatron to purchasrng vehlcles and thereby has alded in harborrng the
o o a |Ilegal allens The supervrsor has also requrred |ltegal alrens to purchase
| “ vehlcles through the supervrsor rn an attempt to secure better worklng
e cond[trons as Indlcated by Source #13. _ SRR ,
S 106 ‘_-.'As further evrdence of harborlng illegal allens through expiortlng the|r
- | _"'reluctance to contact the authontles your. Affi ant is aware that the lowa
Department of Labor has uncovered workplace safety problems at

o 'ff'_ilf}‘approached Source #15 and offered to sell hrmlher a car but Source #15 AR




: : Agrrprocessors On_ March 21 2008 the Cedar Raplds Gazette reported -
'that the Drvrsron l¢) Labor Serwces for the State of Iowa i sued .to y

S .:,_.‘;i"’_.serrous health violations: :;On' October 31 2007 an rnspectlon' by the '_ _; f'l': SR
T :__:Dlvrsron of Labor Servrces resulted |n 26 c:tatrons | rncludlng two repeat

- ror

_ f'_'0n Apnl 1, 2008 dunng testrmony before the u. s Senate Commlttee on
g i.:__Health Educatron Labor and Pensmns Agrlprocessors was among three R
l.:,ackmg plants C|ted for hawng a hlstory of safety vrolatrons Accord:ng to . ) o

S the testlmony, durmg the penod of Aprrl 2001 to February 2006 OSHA

R records show no less than twenty vrolatlons at AgnProcessors Postvrlle |
SRS ‘plant Of these twelve were ldentlf ed by OSHA as senous An- :
' examlnatlon of Agrtprocessor’s Postvrlle plant' “OSHA 300" Iogs revealed (R

K : | fi ve amputatlons along w1th dozens of other senous 1njur|es such as
i~ rbroken bones eye rn}unes and hearlng loss The wrtness also testrt' ed

;that there |s concem that rnjurles are often unreported or under—reported

7. .‘ The wrtness atso crted numerous reports in the medra regardlng workers B
L m|streatment at Agnprocessors moludrng a 2006 artrcle “In lowa Meat
e Plant Kosher Jungle Breeds Fear Injury, ShOFt Pay," PUbllShed ina

- ; newspaper The Forward

Followmg an arhcle |n The Forward the Washlnqton Post reported on July

e :_' 7, 2007, that some conservatrve rabbrs who toured the plant were
o shocked - We found people arnvrng from the mountarnsades of
L Guatemala on a Tuesday and belng on the front of the productlon Ilne on o

| Wed nesday We saw people who could barely read Spanrsh gettrng

e ‘trarnrng in Englrsh and havrng no ldea what was sard to them

100,

-On March 27 2007 over twenty current and former employees fi led a crvrl L
- V.sult in the u. S Court for the Northern Drstrrct of lowa against '
- Agnprocessors alleglng v:olatlons of the Falr Labor Standards Act The




S __:‘ E _lawsmt a[leged that Agnprocessors falled to pay workers fOI' t|me spend
SRR :':j_._preparlng for and cleamng up after work Seven of those plarnt:ﬁs are

i h_at'iwere unas3|gned to anyﬂperson The lawsurt was_ d f R A
REQUEST TO SEARCH FOR AND IDENTIFY ALL SUBJECTS OF CRIMINAL SRS TR R

 COMPLAINTS - e s
110 On Aprrl 16 2008 the Umted States t" led crimrnal complamts agamst 697

R ‘current Agrlprocessors employees under their altas names, chargmg them e
| _ W|th unlawfully usmg socral secunty numbers In relat|on to therr R
| "‘_ employment |n vaotatlon of T|tle 42 Unlted States Code Sect:ons
5 "1"_'_.'."408(a)(7)(8) aggravated rdent|ty theft |n vrolatlon of Tltle 18 Untted
‘;‘_:States Code Section 1 028A(a)(1) andlor possessron or use of false
) ‘. B :dentity documents for purposes of employment ln vrolatlon of T|tle 18
| _r_,Unlted States Code Sectlon 1546 Three of those subjects have .
e subsequently been encountered and arrested by local authorrtles on e
w B .-unrelated criminal charges Ml':';ec‘ause the true |dent|t|es ot the 697 S
- . “ 'subjects was unknown at the time (and WIth the exceptlon of three people_;i S |
L -’remaln unknown today) the court rssued “John Doe” arrest warrants WhICh PR
_ | .descnbe the subject by the name under WhICh the subject is employed at
r e Agnprocessors Each of these subjects was listed on the fourth-quarter - _
- _ payroll records obtalned from lWD (T hotigh lCE has requested payroll o
7 H'records from lWD forthe fi rst quarter of 2008 IWD has advrsed that ' | - ._
IR '-,._Agraprocessors has not yet reported that Informatron to tWD) There s
- '_ probable cause to. belleve one. or more of those subjects are present at
B Agrlprocessors durrng regular workmg hours Th!s Search Warrant .
| Appltcatlon seeks authonzatlon to search the Agnprooessors plant’ and 7
e 7_ curtilage for and |dentrfy any of those 697 employees for: whom the Unrted_ ' ‘: -

med -

‘-States obtarned a crlmrnal complalnt

45




FROM PERSONS -
1.0 As exple _‘th_ prior.__‘ectlon" the governm t'f' led _,_mlnal complamts
' .'a‘gai'nst- 697 & p'loyeés" of Agriprocessors ‘who.were reportedly worklng
| ceptlon of approxrmately 15 of those

S "people for whom the 'government has photographs (and the three who
| "':_'\have recently been encountered by local authoritles) the government
cannot posrtwely Identrfy the ot e peopie who are subject to the arrest

e .warrants due to their suspected use of assumed names andlor Soc|al

REQUEST TO SEARCH FOR AND SEIZE IDENTIFICATION DOCUMENTS it

Secunty numbers or other means of |dent|t' catton Moreover determlmng R
. the |dent|t1es ofall employees at the Agrlprocessors s facllrty mcludmg a o -
o ,determrnatron of their lawful status (whether a Unrted States cutlzen Iawful o

= 'permanent reS|dent alren an allen ehglble for employment or an |llega[
e " alren) and what percentage of the workforce lS |Ilegally tn the Unlted

L. States and employed at Agrlprocessors constltutes potentral evrdence of 5, R
T ,vrolations of law, lncludlng possrble harbonng of allens by AgrlprocessorSf, R

andlor |ts management and supervusors ln other words in harbonng

- ‘cases the percentage of the workforce that is worklng legally, versus the“'f"'_:-_" o
' .'percentage of the workforce that is worklng rllegally, constrtutes ewdence o e

T _of harbonng admlssrble at a onmmal tnal agalnst those accused of
S ,harbonng the lllegal allens Based on the facts set forth |n thls AfF dawt
L _‘there |s probable cause fo. belleve that Agnprocessors employees

g possess either on therr persons or 1n lockers or srmrlar storage areas at R

the faclllty company—:ssued |dent|t" catlon cards dnvers llcenses and
"‘other forms of rdentzt' catlon (As part of this mvestrgatron ICE Specral
. ) Agents have cont' rmed from an Iowa DOT database that lowa drrvers S

e - 'Iacenses have been rssued fo many of the employees for whom lCE has .
" “no- match" soc1al securlty mformatron) Furthermore false or fi ctlttous |

rmmlgration documents socral securlty cards and srmrlar fraudulent

S r—rdentnt' catron documents constitute contraband, the possesslon of whrch s
itseif |Ilegal Your aﬁ' ant also knows from hlS trarnrng and exper[ence that S




‘, _' |Ilegal allens oﬁen attempt to dlspose of or dlscard |dent|f catlon L '

) documents dunng an 1mm|grat|on rald erther at the ins 'uct" ‘n of thelr

.’f' 'concernmg the|r ldentrt" catron and tc request vo!untary productlon of ' "
R :"lldel'itlf' cation documents Thrs Search Warrant Appllcatron seeks
T "if"‘—';f.‘_"f:authonzatlon to, 1f necessary, search for and selze from each person

- O believed to be an employee of Agnprocessors any and all Agrlprocessors- e

| | . | lssued |dent|t“ cat:on cards Agnprocessors-rssued entry or proxmrty cards,:’if-:"_-:‘ :
:'drlvers llcenses or other means of |dent1t' catlon from any person or any

; ""'.""‘.'_‘Iocatron wrthrn the Agrrprocessors facllrty RS
REQUEST TO SEARCH AND SEIZE BIOMETRIC INFORMATION
112 As stated 1n the prevrous paragraph detennrnatron of the :dentltres of all o
employees at the Agnprocessors S facrhty rncludlng a determrnatlon of
= therr Iawful status (whether a Unlted States cmzen lawful permanent
- resrdent alren an alren ellglble for employment or an rllegal allen) and
o _:-_what percentage of the workforce is rllegally in the Unrted States and
Son __jemployed at Agnprocessors may constltute ewdence of wolatrons of law e
f L -mcludmg possrble harbormg of alrens by Agrrprocessors andlor rts S
Vet . imanagement and supervrsors Moreover Agnprocessors uses swrpe
-Lcards andlor blometnc devrces to |dent|fy employees and as a form ot
:' tlme c!ock regrstenng the hours of employment There rs probable cause L
. to belleve that havrng employees place therr hand on the b|ornetric devrce L
'r'::;used in the plant on the day of the search wrll reveal evrdence of the L
o rdentrty of the employee and provrde further evrdence as to hours of work.'
o Havnng the employees “clock out® usrng the b|ometr|c de\nces on the day; .
of the search wrll :ncrdentally, ard in ensunng the employees are pald for : -
) -any time they worked on the day of the search Thls Search Warrant N

VAppllcatlon seeks authonzatlon to search for and serze blometnc

A




T .\_:"Zrllnforrnatlon usrng Agnprocessors blometrrc |dent1t" catlon system___ Thls wrll 5

REQUEST TO SEARCH FOR AND SEIZE ALL DES MOINES COUNTY
* VEHICLE TITLE AND REGISTRATION INFORMATION " : o

113 Orne: or more Agnprocessors supewlsory employees are mvolved ln

‘___jharbonng, or ardmg and abettmg the harbor;ng, of |llegal allens by

S ."ifasmstlng them to obtarn tltles and regrstratlons for VehiC’es |n their fa!se

- :f :names and by arrangmg to have the vehlcles tttled and regtstered W|th

| false addresses ln Des Momes County Thrs false :nformatron on the trtles' R
o ‘and regrstratton documents alds |llegal allens m avordlng detectron at thelr‘--.' L
RSy ."actual place of resrdence and in thelr use of false means of rdentn" catlon 1 | ,"_,. o

B "_:_\r"_:There |s probable cause to beheve that vehacles beanng Des Momes
e County Ilcense plates Iocated at the Agnprocessors facrllty would contatn S

i '--:'-tltle and reglstratlon mformatron that would constltute ev:dence of thls

S harborrng actrvrty and vehlcle regtstratron fraud Thls Search Warrant

S '_‘Applrcatron seeks authonzat[on to search a[l vehrcles on the o

o -.T".'Agnprocessors property beartng I:cense plates from Des Momes County
| | for titles and regrstratson documentatlon and any other evrdence of the .
. ‘owner or use of the vehrcle | - R T RN
REQUEST TO SEARCH AND SEIZE COMPUTER SYSTEM i_ .
114 The foregomg establrshes probable cause to beheve that ev:denoe of
| crlmmal actrv:ty rs stored on the premxses in the form of computer data
Computer hardware software and electronlc t" Ies on the premlses

) f | 48_




e 'therefore may be |mportant to th:s crlmrnal rnvestlgatlon because they
o used as storage dewces_ that contam contraband v|dence

: 3".“'-:"".i‘fru1ts of cnme In th|s c ase the warrant appilcatron requests permrssmn to 'i?'f' :
e r[_f_i_;_i""fsearch and SE]ZG all ___cords descnbed |n Attachment #2 mcludmg : L
., | E:"eCOFdS that happen to be stored |n electromc form These records B
| _-“_;;;"i'.'f"-constltute e\ndence of cnrne Thls appllcatron also requests permlssron to. o
F fselze the computer hardware that may conta:n those etectronlc records If o

R ¥ becomes necessary for reasons of practrcallty to remove the hardware

G ' ""':"fi‘and conductasearch off-sxte i P
‘:".:_1';1__5".5",-{_'>Based upon my tralmng, experlence and consu!tatlons W|th ICE
- "':-"._Jf’f-Computer Forensm Agent(s) I know that mformatron stored rn an o
S electronic format may be found not only on the hard dlsk drwe of a P
-'_‘f_f_f‘computer but on other computer hardware and storage medla mctudlng TR
g 'f"'back-up tapes drskettes CD—ROMs handheld organlzers and other

dev:ces capable of storrng rnformatlon in an electronlc format. | also know. LoTEo
L | __’__“.'-'._that durrng the search of the premlses itis not always possmle to search e
- 'f—‘_ . .' "icomputer hardware and storage medla for data for a number of reasons |

B mcludmg the fol[owrng S o .
i f""(A) The volume of evrdence The volume of data stored on many

computer systems and storage devrces wnl typlcally be so Iarge that it W|I[' -
e | . be hlghly |mpractrcal to search for data durmg the executlon of the :_- S
Tt =y o physmal search of the premlses Computer storage devrces ke hard
' disks, tapes, CD-ROM's, and Digital Video Dlsks (VD s), can store the

- ..equwafent of thousands of | pages of informatton A 3'"913 megabyte °f . -
s storage space is equrvalent to 500 double—spaced pages of text A srngie_‘ |




'f-hrghty techn:cat process that requrres specrt' c expertrse and specralrzed .
o .'equrpment There are so many types of computer hardware and software B
L inuse today that it is lmpOSS|ble to bnng to the search site all ofthe
- '_"_;'.-necessary techn:cal manuals and specrallzed equment necessary to e
, '-conduct a thorough search In addrtlon Et may be necessaryto consult
L,_'w1th computer personnel who have specrf c expertlse m the type of .
. :-computer software applrcatlon or operatlng system that is bemg _.'A L

o searched L , S _
_ | (C) Frles mav be hrdden or encrvoted Computer users can attempt |
B :to conceal data wrthm computer equment and storage devrces through a i | :'
_number of methods lncludlng the use of rnnocuous or mtsleadmg
Y '_f lenames and extensmns For example fi Ies wrth the extensron “txt i
- .roften are text fi tes however a user can easrly change the exten3|on to o
“‘jpg to conceal the text f le and make it appear that the f Ie on contarns .
O | 'an rmage Computer users can atso attempt to conceal data by usrng
a | encryptlon whrch means that a password or dewce such as a "dongle or.' |
_ "“keycard ? |s necessary to decrypt the data [nto readable form Therefore

2 substantral amount of tlme is necessary to extract and sort through data ’ !

B _grgabyte of storage space or1 000 megabytes 1s equ1valent to 500, 000
o _double-Spaced pages of text Storage dewces capable of stonng 160
_y _:.f_grgabytes of data are-How. commonplace in desktop computers L
f o ;Consequently, each non-networked desktop computer found dunng a 7_
- : ’.7:_'search can easrly contaln the equnva[ent o O‘f"illion_ p‘ ge's'of_ ,date;'- .'5., e
o 'whlch if prlnted out would result in a stack of paper over‘fourmlles hrgh; Sl

(B) Technlcal regurrements Searchlng computer systems is a

_ 7_";_that is concealed or encrypted to determlne whether it is ev:dence .
" contraband or mstrumentahtres of a crime. The forensw procedures used :
o recover hrdden compressed password protected or encrypted t‘ les can

) ; be extremely trme consummg, even for- a quatn‘" ed expert In fact if robust' PR




' encryptron software is utrhzed to encrypt a f le and the password |s

Ll ',_'unknown |t rnay be 1mpossrbte to decrypt the f‘ Ie rn order to vrew the

R mformatron
"encryptlon algorrthms"'may strll r"

- 'i'_;_iagencyassrsta cé 0 ' 1SS Sl e T )
" ' (D) Danoer of the Destructron of Evrdenoe Computer evrdence is
.,extremely vulnerable to rnadvertent or rntent[onal modrf cat:on or | o

o __destructron both from external sources and from destructlve code

oC ntarned wrthrn |t Frles encrypted wrth less secure

1 fembedded in the system as a "booby trap " In order to marntam the

o mtegnty of the ong:na] ewdence a qualrf ed expert may need to conduct a'_. o

o forensrc examrnatron of the storage medla rn a contro[led envrronment

L :such asa Iaw enforcement taboratory, where screntlf c procedures and

e 1 'r.specralrzed software desrgned to protect the mtegrrty of the orrgrnai mEdra:'.' o o

 will be used SRR _ G
_,ICE Computer Forensrc Agent(s) have also adwsed me that m order to
o - retrzeve electronrcally stored evrdence from a serzed computer agents
" may be reqwred to serze most or all of a computer system S equrpment
'-'Trnciudrng hardware perrpherals software documentation secunty

o | devrces and passwords This is true because of the foliowrng

(A) Some operatmg systems software or hardware conﬁguratrons .

- _requrre the ongrnal equrpment andlor rnstalled software to be present :n

' -'order to access the rnformatron contarned on the system

(B) Penpheral devrces that allow users to enter or retrleve data

' 'from the storage devrces vary in therr compatrbllrty wrth other hardware

' and software , , N . , |
{C) The Computer Forensrc Agent may have to 1nstai| software L

used by the suspect ona government computer rn order to retrreve

- mformatron the suspect may have stored usrng that software The CFA

o may. need to refer to software and hardware documentatron malntamed by

V :"51' i

uire consrderable trme or outsrde AR P




the suspect to comptete hrslher ana!ysrs ina timely manner The o

o suspect's computer documentatlon may also contarn hand—wntten notes i R AT

e 'T'.speclﬁc to the serzed compUtef SVStem

:”'--:f:'.“'Passwords pass-phrases password f tes and SImrIar decryptron codes:" R

. '-may be requued to access speclf‘ c Informat:on stored on the serzed "

s computer system

. ;'_authorrzed to employ the foltowmg procedure upon executlon of thls ;'_ . 2 |

Therefore lt is requested that agents executrng thrs search warrant be

R 'search warrant

(A) After the premrses have been secured an ICE Computer

Ea Forensrc Agent andlor other Iaw enforcement personnel trarned in
o ‘searchrng and serzrng computer data (the “computer personnel“) W|II make' :

N an rnrtral revrew of any computer hardware and storage medra to
o determrne rf itis. possrble to search these rtems on-srte |n a reasonabie

amount of tlme and wrthout Jeopardrzrng the ab:hty to preserve the data :If o

for some unforeseen clrcumstances the computer personnel are not
| 'present durlng the execut:on of the search warrant then aII hardware '
B storage medta penpherals software documentatlon securrty devrces .
) and passwords as def ned below wm be serzed and transported to an
o appropnate Iaw enforcement fac:lrty for revrew The hardware and )

| ‘ storage medta wm be rewewed by approprlately trarned personnel in order =
0 extract and serze any data that falls wrthm the Irst of |tems to- be serzed BN

: as set forth in Attachment B

- searched on-srte then the computer personnet Wi|| determrne whether rt is "
' practrcai to copy the data durlng the executron of the search in a

B If the computer hardware and storage medla cannot be o

o reasonabie amount of trme wrthout jeopardrzrng the ab:tlty to preserve the o




data The computer personnel W|II a[so determlne If these backups wm be : -

(C) If the computer personnel deten'nine |t |s not practicat to

o .‘:perform an on-srte search or make an on-srte copy of the data then alt

| ":"‘-;‘_'i.':‘hardware storage medla perspherals software, documentatlon seounty el
= "devrces and passwords as def ned below wﬂl be selzed and transported B :

. tean appropnate Iaw enforcement facrhty for revrew The hardware and”

o _-storage medaa wdl be rev:ewed by approprlately tramed personnel |n order":_",f-‘"
L . ,to extract and selze any data that falls wrthin the Ilst of 1tems to be selzed SRR

L as set forth in Attachment B

(D) lf Iaw enforcement personnet determme erther cn-srte cr dunng B . 3

w a subsequent off-srte search that any hardware storage medta

. :'penpheral software secunty devrce or data (1) is an mstrumentalrty of
L the offense stated above meanlng that ltwas desagned or lntended for N
7 the use of oris bemg or ‘has been used as the means of comm|ttmg the S
Er ‘: offense (2) contams any contraband such as counterfert or stolen
software Chlld pornography, nahonat secunty mformatlon or unauthonzed -
: " access dev:ces such as stolen credlt card numbers (3) |s the frt.uts of )
3 __"cnmmal activrty or (4) is othenmse cnmlnally possessed the property
shall be selzed and not returned pursuant to Federal Rule of Crimlnal
- -_:.;‘Procedure 41(b) S S
- (E) Any data that is encrypted and unreadable wﬂl not be returned .
unless law enforcement personnel have deterrnlned that the data is not
-(1) an rnstrumentallty of the offense (2) a frmt of the cnmlnat actrvrty (3)

o : lcontraband (4) othenmse uniawfully possessed or (5) e\ndence of the




. ';-'ioffense specn" ed above P . "
g ,. (F) In searchmg the data the computer personnel may examme : P

nnel may search for and attempt to recover EERTEE

| ‘-i_'_::;_.-‘;"'_‘fdeleted hldden or encrypted data to determme whether the data falls
s . g wrthrn the Ilst of ltems to be serzed o f - _ =

fal W 'f (G) AII hardware storage medla perlpherals software

o f}‘:,'documentatson securlty devrces and passwords that were serzed for off- - - et T

' S - site examrnatlon and are not othenmse subject to selzure shall be -
' "'?’_f‘returned by the government to the subject premrses wrthln a reasonable

S :.1.,".'_penod of tlme e - .
[ ) 118 For purposes of thrs afF davrt the foregomg terms are det“ ned as follows R
- (A) Hardware Hardware includes the fotlowmg eqmpment (1)
: R [_data~processmg de\nces contalnmg central processmg unlts such as.
- "desktop”, "towel" “taptop" and “notebook" computers hand hetd
o ‘-, _"electronrc organrzers and "personal dlgrtal asslstants“ (2) tnternal and
;-_A" external storage dewces rncludlng magnetlc storage devtces such as _
B fhard drsk drlves dlskette dnves and tape dnves optlcal storage devuces :
" suchas CD ROM dnves CD R/CD RW recorders andDVD e
'_-f'.dnveslrecorders and other memory storage dewces such as smart—card L
.,":readers Do R
= (B) Storage Medla Storage medra mcludes any matenai capable of
. stonng mformatron in a manner that can be used by computer hardware to
e _ff_save andlor retneve mformatlon Examples of storage media rnclude
"dlskettes CD- ROMs CD- R's CD-RW's, DVIs DVD R’s DVD RW’ =
: -'magnetlc tapes ZIP dlsks JAZ dtSkS Peerless dlsks SparQ dlSkS ORB
_drsks optrcal drsks smart—cards EPROMS and drgltal memory medra -




. such as CompactFIash SmartMedla Sony Memory Stlcks and USB |

‘ examples of penpheral

: '_by computer hardware to dlrect the way hardware works . Software IS
. stored in electronrc magnetlc optrcal o other d|g|tal form lt commonly

:‘j_' -'-_;”;:'rnc[udes programs to run operatlng systems (Irke Mrcrosoft “Wlndows“) co
L ";rlﬁapphcatrons (!lke word—processmg, graphlcs or spreadsheet programs)

utlhtles and communlcatlons programs o

(E) Documentatlon Computer—re[ated documentatlon consrsts of

wrltten recorded prlnted or etectronlcatly stored materral whrch exptams PR
o :_ior |ttustrates how to conF gure or use computer hardware software or E f,-{ L

"other related |tems

(F) ecuny Devrces Securlty devrces mclude physmat keys

‘encryptron devrces "dongles" and srmltar physrcal rtems needed to galn

faccess to assocrated computer hardware

(G) Eg_S_QM_ Passwords mctude a!phanumerlc stnngs pass- e

_ phrases password fi les and slmltar decryptlon codes necessary to - -
SRR g access data that i is encrypted or othenrwse maccessm[e N
e

- ‘lntercepted durrng the execution of thrs search wairrant. i} have ho '_ 7
. jrnformatlon to lndlcate that the computer(s) to be searched operate in any -
Way as an Internet Web S|te HostlServer lnternet Flle Transfer Protoco!
| (FTP) server lnternet Chat Server or Internet Emall fonrvarder or server S o

No wrre communlcatrons or electronlc communlcatrons shalt be

' As such |t wou!d appear that the provrsrons of the Wrre and Electronrc

(D) Soﬁware ‘Software |s drgrta[ rnformatron that can be rnterpreted o




. 'matenals as descn

L .'_qulckiy as clrcumst | 'ces permrt
© " CONCLUSION L

S

':j"'ewdence of the crlmes of harboring lllegal altens :n wolatlon of Trtle 8

, ,:{ ‘._":-:--Unrted States Code Sectlons 1324(a)(1)(A)("') 1324(a)(1)(A)('V) L

T 324( )(1)(A)(v)(li) and 1324(a)(1)(B)(I) engaglng ina pattem or pract|ce o

B __'_Commumcatlons Interceptlon.Act 18 U S C S 2510 et_'Seq d°,‘ ”Ot appty B -

Based on the above mformatlon there 1s probable cause to belleve that

Cof hmng and contlnumg to empioy undocumented allens |n \nolatlon of

. Title 8, United States Code, Sections 1324a(a)(1)(A), 1324a(2)(2) and
- " _j_-_1324a(f)(1) document fraud tn vrolatlon cf Tltle 18 Unlted States Code |
= 'f_-'j_- _',:Sectlon 1546(b) m:suse of a socral secur:ty number tn v:olatton of Trtle .

o 42, Unrted States Code Sectlon 408(a)(7)(B) and aggravated |dent|ty 5 ,
©© " ‘theftin violation of Tile 18 United States Code, Section 1028A(a)(1) wm T
S '_ 'be found on the property descnbed :n Attachment 1 : - |

d 420, s_c' S.2000aa they'shall be returned as AR




122 - The rtems andlor persons to be searched for |dent|f ed andlor serzed are St
o "set out in Attachment 2 The Unrted States requests an order seairng thrs Ry

Davrd M. Hoagland Senlor Spemal Agent C
U S lmmsgratron and Customs Enforcement o

JON g‘l’ UART SCOLES
Magrstrate Judge '




EXHIBIT 1




